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Open Charge Alliance

OCPP (Open Charge Point Protocol) is widely adopted by charging infrastructure providers all
around the world. After more than a decade of hard work and cooperation by many charging
stations (CS) and backend (CSMS) providers, OCPP has turned out to be the go-to standard for
information exchange. It enables parties to:

- Collaborate with many different partners, and expand their market reach

- Reuse what others have thought of and perfected before, freeing up scarce resources that
can be put to good use elsewhere
- deliver unified customer experiences and unified regulatory reporting

The OCPP specification provides a single, clear standard that ensures interoperability. However,
in this dynamic, booming global industry, OCPP implementations come in many different forms.
This can be quite confusing: are you talking OCPP to me?

To know exactly what you are getting, it is good to ask the following three questions to your
Charging Solutions Provider!

Question 1: Are you talking OCPP to me? What kind of OCPP
exactly?

OCPP evolved over the years. OCPP1.6 was released in 2015 and includes the features needed at
that time: authentication, transactions, reservations. In 2020, OCPP2.0.1 was released including
a lot of lessons learned from the 5 years of operation and new features. OCPP2.1 followed in

2025, offering backward compatibility with OCPP2.0.1, improvements and adding new features.

OCPP is designed for all types of chargers - from basic to advanced. So, within all of these OCPP
versions, there are a lot of parts that are optional. To clarify what is offered, ask the question:
What version of OCPP do you support? 1.6, 2.0.1 or 2.1? Which features are included?

OCPP functionality overview

OCPP1.6 OCPP2.0.1 OCPP2.1
+ general improvements
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Vendors should be able to explain this to you and provide a ‘Vendor Declaration of
Conformance” report, that shows exactly what they support (see example).

Vendor Declaration of Conformance

Product Type: Charging Station
i ProductDe ion_1357
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Question 2: Are you talking OCPP to me? Prove it!

OCPP is published under a ‘Creative Commons’ open source IPR license, which allows vendors to
use OCPP and use the structured extension mechanism it to fit their own specific needs and
ideas. OCA's intent behind this flexibility is to encourage innovation and incentivize these
vendors to contribute their innovations back to the OCPP community, so they can be included in
the standard and help the industry forward.

This flexibility however can lead to variations in implementation, and - if not handled carefully -
impact interoperability.

Vendors use many different terms when it comes to their OCPP implementation, such as ‘OCPP
Compliant’, ‘OCPP Compatible’, ‘OCPP Capable’ or ‘OCPP Ready’. There is no clear definition of
these terms, nor are these claims overseen by any independent authority. As a result, these
statements could mean anything, or nothing.

So, ask your vendors: Can you prove that you truly have OCPP?

Vendors can prove this either by using the OCPP Conformance Test Tool (OCTT) to generate an
OCPP Vendor Declaration of Conformance (VDoC) or - even better - by becoming officially OCPP
Certified through testing at an independent OCPP certification Test Lab.
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You can check if a product is officially certified on the OCA website: Certified Products - Open
Charge Alliance.

All information about the OCPP Certification Program can be found at Certification - Open
Charge Alliance.

Vendor Declaration of Conformance TCPP1o
Product Type: Charging Station CORE CERTIFIED

Product Designation: ProductDesignation_1357

Certificate Holder: Broadband TelCom Power, Inc.
OCPP Scftware Version: bl000c_mmsda-fs-2.31.2 N " .
Certificate Number: OCA.0201.0051.CS
Test Date: March 20,2025 Product Type: Charging Station
Config ID: F2AF7577-DDD6C686 ype ging
Product Designation: BTC DC Fast Charger (HPCD-500-05-005)
This test repant aitests that the above-mentioned product and software version combination successfully OCPP Software Version: BT-2025-1
completed tesung In conformance with the reference speafication OCPP 201 [Edition 3 FINAL, b
2024-05-06 Including Errata 2025-02). The OCPP profiles and optional protocol features that were tested Certification Date: December 3, 2024

can be found in this Test ReporL

This test repan is only applicable to the product designation running the specified software version
described above. On behall of Dummy company name the undersigned declares that the OCPP
conformance test was peformed under his/her responsibility and that the test results were obtained by
testing the product and sef OCPP Compliance Test
Tool [OCTT) in & single uninterrupted test run without any manipulation.

This certificate attests that the above mentioned product successfully completed certification testing in
conformance with the reference specification OCPP 20) (Edition 3 FINAL, 2028-05-06 including Erata
2024-09). The aptional OCPP protocol features that are covered by this centificate can be found in the
Absiract of the Test Report that is part of this certificate.
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Test cases have been pesformed as described in the test report referred to below. The results and remarfs

can be found inthis complete test report
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eontrol, including basic secusity. product only.
Advanced Security Pass Support for TLS with chent authentication
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Both the OCPP Compliance Certificate and Vendor Declaration of Conformance apply to a specific
OCPP Software Version of a charging station or a CSMS that is explicitly listed on the document.
Since most vendors are regularly updating and improving their software, and could re-introduce
bugs in their software (regression defects), every updated software version should be re-
checked. So always check if the VDoC and/or Certificate are up to date and refer to the software
version(s) that you are getting.

Question 3: Are you talking OCPP to me? Be straight with mel!

Direct OCPP: how it is meant to bel!

OCPP is designed for direct communication between a charging station and a CSMS. This gives
the buyers/operators of charging infrastructure the freedom to:

- switch to a different CSMS whilst keeping their charging stations in operation
- add different brands of charging stations to their network over time

Most OCPP vendors offer this type of OCPP implementation: direct OCPP communication
between the Charging station and CSMS. During the OCPP certification testing, the test lab
indeed checks if the charging station is directly connecting to the CSMS and not via an
intermediate node.
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However, some OCPP providers offer different OCPP connectivity implementations that can have
a major impact on your daily operation and your future freedom to migrate your chargers! So,
check! Ask your vendors to be straight with you and ask: What kind of OCPP connection are
you offering me?

Direct OCPP Shadow OCPP Pass Through OCPP Locked-in-anyway-OCPP

LS B G &
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Shadow-OCPP: more than one captain on the ship

Many charging stations only have one connection to the outside world, communicating via OCPP
to the CSMS. Any diagnostics and firmware management are handled through the CSMS,
providing full control over the charging station by the CSMS.

However, some charging stations use additional communication ports, oftentimes to the
backend of the charging station manufacturer (OEM), for firmware updates and device
monitoring. It is important to know if a charging station does have these ‘backdoors/side
entrances’, to be aware of the risks they may pose, both for security and for long term usability: a
CS with private connections to a third party (vendor/maintainer) might cease to operate
(correctly) at some time in the future if the private connection is not maintained, or if third-
party decides to terminate service.

During the OCPP certification testing, the test lab checks (as far as possible) if the charging
station has additional communication ports. On top of that, the charging station manufacturer
(OEM) is asked to list all additional communication ports on the certificate; not listing additional
communication ports is fraudulent.

So, ask your vendor to make a statement about the possible additional communication ports or -
even better - ask them to certify at an independent OCPP Certification Test Lab. You can check if
products are officially certified on the OCA website: Certified Products - Open Charge Alliance
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Pass-through-OCPP: a layer of OCPP veneer

These type of charging stations do not natively use OCPP. Instead, an intermediate node
translates OCPP messages from the CSMS to the proprietary protocol of the charging station and
vice-versa. This results in a lock-in with the provider of the intermediate node, either the CSMS
provider, the charging station provider or a third party. It is important to be aware of this
situation, because it could block or severely hinder the later migration of the chargers to another
CSMS.

It is not possible to certify these types of OCPP CS implementations, since the charging station
itself does not use OCPP.

So ask your vendor to make a statement about the possible intermediate nodes or - even better
- ask them to certify at an independent OCPP Certification Test Lab. You can check if products
are officially certified on the OCA website: Certified Products - Open Charge Alliance.

Locked-in-anyway-OCPP: OCPP with a CSMS vendor lock-in

Some charging infrastructure providers technically do use OCPP, but contractually, or through
constrained communication configuration options, will not allow you to migrate their chargers
to a different CSMS. Even though you will benefit from OCPP while you stay with the CSMS
provider, when your contract ends, you will not benefit from this key aspect of OCPP: freedom to
migrate your chargers!

Ask your vendor to disclose these limitations and seek clarity on migration policies. Certification
may help identify Shadow- and Pass-through-OCPP setups, but contractual transparency is
equally critical.

Are you talking OCPP to me? - is not the only thing you should be
asking.

OCPP is not a synonym for quality: an OCPP charging station is not automatically a good
charging station, just as non-OCPP charging stations are not automatically bad charging stations.

There are many more questions to ask, certificates to earn and guarantees to be issued.
Regarding safety, energy efficiency, security, reliability, etc. Nevertheless, a good OCPP
implementation is one of the important boxes to tick!
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