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Payment methods
R

In Japan, mobile wallet-type payments using QR codes are rapidly spreading. They are commonly used

in retail, hospitality, and service environments in the cities. The most widely used services for this are:
EIZH;(I\ QRI—-REFIABLIZENAILIALY NSRFNSURICE R U TVET , #iHEI0/\FE. BRE-TEH. Y—EXNT CLFIRINTLET . RENRY LR (EROE
BT,

- PayPay
PayPay

* Rakuten-Pay
BERRA

« d-Barai
dfAL)

« au PAY
au PAY

. LINE Pay

LINE Pay




Integration models for QR code payments for EV charging
EVREICSIFPQRI— RRFDEEET I

1. Standard OCPP 2.1 QR code to initiate payment via CSMS webpage
CSMSDOWebR—ZHRHATRFZFHIG T HF40CPP 2.10DQRI—K

2. Payment service provider’'s QR code coming from CSMS for payment via app
CSMSEIEDFFY —EXT0/\15—QRI— REEEBY THR&F

3. Payment service provider’'s QR code coming from charging station for payment via app
FRERT -3 ERORFY—E 2015 —QRI— RIZER7 TURE




Model 1:
ETIL :

Standard OCPP 2.1 QR code to initiate payment via CSMS

webpage
CSMSDWeb~R—JBHTRFZFAT 21ZEOCPP 2.10QRI—F




1: Standard OCPP 2.1 QR code to initiate payment via CSMS webpage
1: CSMSDOWebR— UM TRFZMIET 51RZEO0CPP 2.1MQRa— K

This model uses the process described for an ad hoc payment via a QR code that is described in OCPP

2.1 as use case C25.
COETILTIE. OCPP 2.10DI1—AT—2C25TBAENTULE. QRI—RICLB T Rk RFO IO A #{ERALET,

The QR code that the charger displays and that the user will scan to initiate a payment, should be a

dynamic QR code as defined in the OCPP 2.1 specification.
REBRNFRL, I-F—hRERAOLDICHEHFIBQRI— RIE. OCPP 2.1t TEEINLEMIQRI—RTHIBBENHIET




1: Standard OCPP 2.1 QR code to initiate payment via CSMS webpage
1 : CSMSDWebA—I AT REFEZHIKTSFREOCPP 2.1M0QRI—-RK

payment app (CS-001) Provider

EV Driver

% QR code Charging Station m Payment Service

1

|

! Scan QR (URL)

I hitps:iicpo.example jp/pay?evee=C5-001

Y

Vigit payment web page
(ev=e=C5-001, amount/preauth ceiling)

Create payment request (API)
{orderld, amount/auth ceiling, metadata)

_ paymentld + deeplink/QR payload
o

Return QR code payment button
< {deeplink)

Launch QR code payment app via deeplink
Fa

Authorize payment
(prepaid OR authorization)

>
Webhook callback
_ (paymentid, status=SUCCESS/AUTHORIZED, amount)

RequestStartTranzaction
(idToken mapped from paymentid,
__ remoteStartld=123)

=

RequestStartTransactionResponze{Accepted)

T
: TransactionEventRequest{Started,
| remoteStartld=123)

3=
| TransactionEventResponse() | |




1: Standard OCPP 2.1 QR code to initiate payment via CSMS webpage
1 : CSMSDWebA—I AT REFEZHIKTSFREOCPP 2.1M0QRI—-RK

When transaction hasg finished

TransactionEventRequest(Ended,
reason, meter/cost details)

| |

| |

| |

| |

| |

| |

| |

| |

| | .

| | -

| | TranzactionEventResponze()

| | I T

I I I I' Capture final amount OR refund delta

l l l ]

| 1 1 -

| | |

: : : Capture/Refund (AP} -

| | | -

: : : Capture/Refund result

| | | T* 1
! ! | SetDisplayMessageRequest("Payment completed” | !
! ! | <URL to receipt=) : :
| | 1
l ! SetDisplayMessageResponse() :
| | |
| | 1




Model 2:
T2 :

Payment service provider’s QR code coming from CSMS for

payment via app
CSMSEMEDRFY—EATOINA5—QRI—- REBR7IVRE




2: Payment service provider’s QR code coming from CSMS forpayment via app
2 : CSMSEEDRFY—EATD/I\1H—QRI— REBRTIVRFH

Similar to payment option 1, but it differs in the way how the dynamic QR code is generated.
SREATSAALUTOETH, BIFIQRI- ROERISENRRBDET,

For QR code payment services commonly used in Japan the dynamic QR codes are generated through

APls provided by payment providers.
HAT—H#(CFHIAZINTLSQRI- KRFET —EXTE, BIFIQRI— REFRFTO/ 1 F - I 2APIZEL TEKINET,

Such a QR code is generated only once when a payment transaction is requested, although it can be

refreshed on demand.
ZDESHQRI- RIE. SRFRSOHIS A M BRSNS T—ERFERINTIN. RBSUTEHTEET,




2: Payment service provider’s QR code coming from CSMS forpayment via app
2 : CSMSEEDRFY—EATONSH—QRI— MERT7IVRZE

The charging station needs to trigger CSMS to start a payment process with the payment provider and

request a QR code.
FEEBAT— AV RFTONAY - DFRFEFOERERIAL. QRI- REERIBLICSMSE NI —F BRENGBIET,

Since there is no standard OCPP message that the charging station can use to inform CSMS, we need

a customization for this in the form of a DataTransfer message.
FEEBAT -3V N CSMSICBAN T BTl fER TEREOCPP XY~ (e, DataTransferXytt—>¢UTHRANA AN ET Y,

DataTranferRequest {
"vendorId": "org.openchargealliance.grpayment",
"messagelId": "StartQRPayment"
"data": { "evseId": 1 }

}

DataTransferResponse {

}

"status": "Accepted" or "Rejected"




2: Payment service provider’s QR code coming from CSMS forpayment via app
2 : CSMSEEDRFY —EAT 0N 5 —QRI— RIER T TVRH

After receiving this DataTransfer trigger the CSMS calls the payment provider’s API to generate a

dynamic QR code.
ZOMDataTransfer NJH —%Z=ZSUM%. CSMSIERFISONAST—DAPIZFEUFH U TEIRQRI— R ERKUFT .

The generated dynamic QR code payload is sent via the OCPP SetDisplayMessageRequest(format=

QRCODE), the charging station shows the QR code on the display.
A RRESNZEIFIQRI— RO O— R, OCPP®DSetDisplayMessageRequest (format=QRCODE) Tix{EaN. TREAT—2a0hHT1ATLA/ICQRI-FMFRRUET,




2: Payment service provider’s QR code coming from CSMS forpayment via app
2: CSMSEEDRFY —EATON15—QRI— KR FIVRF

The format=QRCODE was introduced in OCPP 2.1.
format=QRCODEI(ZOCPP 2.1 TE AZNFUI,

For a charging station running OCPP 2.0.1 the following approach needs to be taken to display the text

from a DisplayMessageRequest as a QR code:
OCPP 2.0.1TEI{FI 3FTEAT—>3> Tl DisplayMessageRequestDTF A NzQRI— RELTERRIBIHIC. RO EZEBDHENHDET,

« The charging station has a device model component QRCodeDisplay with a variable Enabled = true.
FEEAT—>3V(C(E. Enabled = trueDZ#%z1F D7 /(4 XTIV R—%> FQRCodeDisplayh'&DNEd

« CSMS can add this component as the display parameter in a SetDisplayMessageRequest.
CSMS(&. ChI>R—+> Mz SetDisplayMessageRequestDdisplay/ {5 X—4—EU TGBIITEE T,




2: Payment service provider’s QR code coming from CSMS forpayment via app
2: CSMSEHDRFEY —EATTINMF—QRI— REBRTIURHE

)
j\i QR code Charging Station Payment Service
EV Driver payment app (CS-001) m Provider

|
| Select "Pay with QR code” | N : :
1 1 i 1 1
: : DataTransferRequest( : :
! ! messageld = "StartQRPayment”, data = {evseld=1}) 1 !
| | - |
! ! | DataTransferResponse(Accepted) ‘ ‘ !
| | | |
! ! ! Create payment request (API) !
: : : (orderld, amount or auth ceiling, :
| | | metadata) |
1 1 >
| |
! ! Provide dynamic QR payload
I I __ (URL with paymentld, expiresAt)
| |
i i SetDisplayMessageRequest{ QRCODE,
| | | URL with paymentld, expiresAt)
| |
| i SetDisplayMessageResponse(Accepted)
1 1 o
| |
! Open QR code payment app_ !
| >
: Scan QR code
1 I 1
i Authorize payment
| (prepaid OR authofization) -
I | | -
' ' ' Webhook callback
! ! ! (paymentld, amount,
I I I status=SUCCESS/AUTHORIZED)
| | |
| | | | |
! ! ! RequestStartTransactionRequest( ! !
I I 1 evseld = 1, idToken = paymentld mapped, I I
| | | _ remoteStartld = 123) ! :
| | - |
: : | ‘Req uestStartTransactionResponse({Accepted) J ‘ :
| | T T |
i i i TransactionEventRequest({Started, i i
| | i evseid = 1, remoteStartld=123) | |
i i i
| | |
| | |

| L TransationEventResponse()
T



2: Payment service provider’s QR code coming from CSMS forpayment via app
2: CSMSEHDRFEY —EATTINMF—QRI— REBRTIURHE

When transaction has finished

: TransactionEventRequest(Ended,
| reason, meter/cost details)

u TransactionEventResponse()

Capture final amount OR refund delta

i

Capture/Refund (API)

>
Capture/Refund result H

-

SetDisplayMessageRequest("Payment completed”,
<URL to receipt=)

|
|
|
I
!
|
|
|
!
|
| !
| |
| |
I I
| |
- |

|

|

!

|

SetDisplayMessageResponse()




Model 3:
T3 :

Payment service provider’s QR code coming from charging

station for payment via app
BT -3y EHEORFY—E2TONM5—QRI— MEHR 7 IR




3: Payment service provider’s QR code coming from chargingstation for

payment via app
3 RBERAT— Y3V EEORFEY—E 2D —QRI— MERFTURF

For this model there is no need for a custom DataTransfer message to trigger CSMS.
CDETIVTIE. CSMSZ N -3 21z6bDH XA LDataTransferXytz—S(EARETY,

All payment provider interactions are handled locally on the charging station.
RBEITONAF—EDIRTOPDED(E, FFERT—>3> ETO-DILICUIEENFT.

Security considerations:
t+1U7¢ LOEEEIE :

Every charging station needs its own internet connection to the payment provider service.
BIEBAT—AVICE RETON A —CANDRE D1 > 5 — Ry NEGH B ETT.,

. This open up an additional attack surface

* It requires the operator to configure every charging station with the credentials for the payment
provider serviceCare must be taken to ensure that these credentials cannot be stolen or misused

even if a charging station is compromised.

RBEIONAT - —EXDFGEIBIRE . BEENBREAT IV EIDIVENDNFT FEBAT -V MRESNUIBETE. INSORELERNEFN
EORBAINEOLRVED, +DIEBEINSIBENDDET .




3: Payment service provider’s QR code coming from chargingstation for
payment via app

I REAT—JaVEHOREBEY—-EATONM4H—QRI—- MERT7IVRHE
O

AN
i QR code

EV Driver

payment app

Charging Station Payment Service
(CSs-001) @ Provider

Select "Pay with QR code”

Y

|

|

|

|
Create payment request (API) :
{orderld, amount ar auth ceiling, metqdata}

Y

Provide dynamic QR payload
< (URL with paymentld, expiresAt)

Show dynamic QR code

<]

Open QR code payment app

|
|
Il
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
\..l
|
|
|

Scan QR code
|
Authorize payment
(prepaid OR autho}ization}

Y

Webhook callback
{paymentid, |
_’ status=SUCCESS/AUTHORIZED, amqhnt}

|
|
|
|
.‘
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
T
|
|
|

TransactionEventRequest(Started,
idToken = paymentld mapped)

|
|
|

-
TransationEventResponse() U

W T T T T

| |




3: Payment service provider’s QR code coming from chargingstation for

payment via app
3 RBERAT— Y3V EEORFEY—E 2D —QRI— MERFTURF

i
|
When transaction has finished :
|
|
|
|

: TransactionEventRequest(Ended,

| reason, meter/cost details)

>
U( TransactionEventResponse() D

| |
1 Capture final amount OR refund deltal

Capture/Refund (API)

>
Capture/Refund result g U
|




Questions?
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