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OCA has published a OCPP Security Operations Guide — for OCPP and beyond

OCPP Security Operations Guide

59 pages of security requirements for EV Charging infrastructure.
EVIREA > ISMIT T+ 1T ZHF59R-

Regulations vs. security measures (RED, CRA, MID, NIS2, NCCS, ENCS
Security Requirements, CMMC, NIST Handbook 44, CCPA.
MEBlETF VT ROLEE. (RED. CRA. MID. NIS2, NCCS. ENCStZ#+1U
T1E{. CMMC. NIST Handbook 44, CCPA)

Guidance for both Charging Stations and Charging Stations Management
Systems.
REAT—2AUBLUREAT - EIBI AT LADRIEDH1T VR

TLS versions and security policies. TLS/\—>3>&tzF1)57 4R —
Securing other services. ZDMH —EXDtF 1)1 HER

Restricting access to critical operations. EEZEFEAD 71Xl IR
TLS policies for OCPP. OCPPEJIFTLSHRYS —

Overview of security issues found in Charging Station.
FEEBEAT A CTHRRENIEFIVT(REORE
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Security Operations Guide — Part Il

The OCA Security Task Group is working on the second publication:
OCATF1YUT1-9RIJ I —TF. E2hROFEITICERDFAA TVET,

. Adding additional Regulations: Japanese JC-Star, Korean Security Regulation,
CRA updates.
IENARBIOIEN : BADIC-STAR, BBEOTF1)71iRH]. CRAOEH

. Adding Local controller security. O—hJL1> hO—5—OtF1UF1DIENN
. Adding PKI policies, e.g. CSR validations. PKIARUS—DEHN ({5l : CSRA&EE)
. Adding Post Quantum Cryptography preparation. KX hE FIESADOEfEziEN

. Additional Technical guidance for Charging Stations Management Systems.
RERAT 230 EEIRT ARETOEBINFAMA A5 >R
. Restructuring document to numbered requirements.
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OCPP Certification program: tests by independent test labs
OCPP Certificate

UCPP:.o,

CORE CERTIFIE

2
S

Certificate Holder: Broadband TelCom Power, Inc.

Certificate Number: OCA.0201.0061CS

Product Type: Charging Station

Product Designation: BTC DC Fast Charger (HPCD-500-05-005)

OCPP Software Version:  BT-2025-1 5

Certification Date: December 30, 2 © @C PPz (o]
B CORE CERTIFIED

Abstract of the Test Report
This centificate attests that the above mentioned product succe
with the OCPP 201 (Editic —
2024-11). The optional OCPP protocol features that are covered e TestReport OCPP2.0.I Certification
Abstract of the Test Report that is part of this certificate.

Test laboratory: DEKRA Certification, Inc
Test cases have been performed as described in the test report re 1 ocaton Sterling, VA
can be found in this complete test report. Test Report Reference: 04826RCO.002

7 3 = = Product D o BTC DC Fast Charger
| Apr § Performed| oduct Designation: (HPCD-500-05-005)

Vendor name: Broadband TelCom Power, Inc.
Conformance testing according Lo the test DEKRA Centfi Device Under Test: Charging Station
speafication referenced by the test report December 26, OCPP Software Version B1-2025-1

The abstract of test report is an integral pant of this certificate. Thi
Date specified above. This certificate is only apphicable to the ¢
permits the use of the OCPP logo as laid down in the OCA cer

product only. s ES—— =l
harging Station functionality for booting.
P onmsion. confl Bl
This certificate shall neither be tendered nor accepted by any p: Cone - T amon k famote
- - product which includes OCPP. The Open Charge Alliance, and Coie s oo,
Advanced Secunty Pass Suppornt for TLS with chent authentication.
laboratones, disclaim kabiity for any damages or losses incurred e— i
ocal Authonzation List Support for local authorization st management —
party resulting from reban resul 1
n O o M js oF OCPP cantificacion o Management oS || optionally of an authonzation cache.
Sman Charging Not Tested | Support for Smarnt Charging. 1o control charging.
Advanced Device Management Not Tested Support for the OCPP Device Model and advanced
logging and monttonng
Ressrvetion Not Tested :nppun Vri«‘r:s«h.ﬂu)u of a connecior of 3
harging Station
—_— For the Open Charge Allance: cox
Advanced User Interface Not Tested ?vv;;u" ,:" SR 008 W Doy Mirs
ONOPH CARON e,
il o P Not Testeg | 54PPon for IS0 15118 Sman Charging and Plug and

Charge authorization

i
Authenticay of this cenficace can be venfied at w

1CA

Open Charge Alllonce

Aumensicry of thes cenificare can be venified at W



= An official website of the United States government Here's how you know ™

NIST = NVD MENU

Information Technology Laboratory

NATIONAL VULNERABILITY
NATIONAL VULNERABILITY DATABASE ler TﬁﬁBABASE
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VULNERABILITIES

NVD Vulnerability Search

o T

CISA
Published
Identifier Kev CNA Description
Date
Info
CVE2026 WebSocket endpoints lack proper authentication mechanisms, enabling attackers to perform unauthorized
26288 (%} 2026-03-06 ICS-CERT station impersonation and manipulate data sent to the backend. An unauthenticated attacker can connect to the
OCPP WebSocket endpoint using a known or discovered charging station identifier, then is...
CVE2026 WebSocket endpoints lack proper authentication mechanisms, enabling attackers to perform unauthorized
m X 2026-03-06 ICS-CERT station impersonation and manipulate data sent to the backend. An unauthenticated attacker can connect to the
OCPP WebSocket endpoint using a known or discovered charging station identifier, then is...
CVE-2026 WebSocket endpoints lack proper authentication mechanisms, enabling attackers to perform unauthorized
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Thank you for your attention
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